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Email to Fax Send Encryption Instructions-SSL Digital Email Certificate

Using GoFax Email to Fax send, a secure fax service is available using encryption via a SSL digital email certificate, otherwise known
as Public Key Infrastructure (PKI) Encryption, providing a secure connection between each senders' email/computer to GoFax. Please

Note, the fax transmission from GoFax servers to the recipients’ fax machine cannot be encrypted.

The instructions are provided as general and may vary depending on the browser utilised. Instructions as based on using Microsoft™
Internet Explorer. The recommended encryption enabling site is provided for customer’s convenience and GoFax will take no

responsibility for any issues experienced. Please contact the encryption site owner for troubleshooting requirements.

How to setup GoFax Fax Send encryption using a digital email certificate:

1. Contact GoFax to enable encryption on your account
Email support@gofax.com.au and request that 'Send Encryption' be activated on your account. You will receive a
confirmation email once the encryption setting has been activated.

2. Set up adigital encryption certificate for each email
To download and setup a free Digital Encryption Certificate, an option is listed below, alternatively there are many other
providers available.
http://www.instantssl.com/ssl-certificate-products/free-email-certificate.html
Follow the instructions provided by your 'Digital Certificate' issuer to obtain and install your certificate for each
individual email address which is required to send encrypted faxes. Once the download is successful, please proceed with
the following steps.

3. Export and upload your email certificate to GoFax

Go to your Internet Options and select the 'Content' tab, and then select 'Certificates' button.
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Highlight the new certificate you have created and click 'Export'.
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The 'Certificate Export Wizard' will guide you through the process of exporting the certificate. Click 'Next'.
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Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.
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Ensure the 'No, do not export the private key' is selected and click 'Next'.
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Export Private Key l
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

‘Yes, export the private key

No, do not export the private key

Learn more about exporting private keys

| [ <sax || mext> | [ cancal |

Ensure the 'DER encoded binary x.509 (.CER)" is selected and click 'Next'.

Certificate Export Wizard T g .

Export File Format '
Certificates can be exported in a variety of file formats.

Select the format you want to use:

) DER encoded binary %.509 {.CER)

Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
Incude all certificates in the certification path if possible
Delete the private key if the export is successful
| Export all extended properties

Microsoft Serialized Certificate Store {.S5T)

Learn more about certificate file formats
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Create a file name for the certificate. Click 'Browse' to select an area on your computer to store the

Certificate file, name the file and click 'Save' then 'Next'.
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File to Export
Specify the name of the file you want to export

File name:
C:\Users\troy'\Desktop\GoFax Send Certificate. cer Browse...

[ <Back || mext> | [ cancel
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Click ‘Finish’ to complete the export process.
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Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard.

‘fou have specified the following settings:

Export Keys Mo
Incude all certificates in the certification path No

File Format DER En|
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e Loginto your GoFax account and from the left menu select ‘Manage Send Settings’, then 'General Send Fax Settings'.

e Select the option ‘To manage your encryption certificates click here’, then upload the certificate by clicking ‘Browse’ and

find the certificate file that you saved to your computer previously and then click ‘Send’.
8 SEND SETTINGS

o various settings 10 send faxes or SMS for your account. Please click on a heading below to
Allowed Senders for Fax Send
General Send Fax Settings

The following optional settings apply to your GoFax Send service

set Maximum page Rate: [

limits the fax page rate and therefore locations where you can send faxes to, see for pricing,

Add ax Number to Fax Header
eply to Fax Sender on fax send failure.

Reply To Fax Sender on send fax success.

Insert email subject line to delivery notifications.

Attach original documents to success and failure emails.
use local conversion whi

Add Page count to Headel

[<N<N NN N<B<N |

Add a Time p to

[date dd/mm/yyyy time hh:mm] v

Apply regional dialling r automatically convert 1300... numbers to 611300... for Australian customers.

[ Always send the body of an emall as the first page. This can be toggled ON by adding a /b command to the subject
or forced OFF with the /a command.

HIGH quality. This attracts a 25% per page fee. This can be toggled ON by adding a /hq command to
forced OFF with the /iq command

Fax Send Commands work by appending a toggle to th of an email. For example, to send a fax including the
emall body (even if this is checked OFF above) you could u Transmission /b” as the email subject

To manage your encryption cert

e You can opt to receive a confirmation email advising that the encryption certificate has been accepted by GoFax. You can
now test to ensure the encryption is activated.
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4. Send a test to ensure encryption is applied
e Tosend asecure encrypted fax, in the To: email address field is fax@secure.gofax.com.au
e Inthe subject line add the following syntax: /number <faxnumber> , e.g. /number 0388889998
e Add the document to fax as an attachment
o Send the email

Please contact GoFax for any assistance with applying your digital certificate.
Secure faxing is also available via TLS connection or via APl connection using https calls. View all secure online faxoptions available at GoFax.

View the GoFax API, for complete range of https calls available and sample code.

Fax to Email Encryption is also available on GoFax to secure contents contained within received faxes.
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